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Abstract—Anomaly detection is a longstanding problem with
many applications in signal processing. We consider anomaly
detection on graphs, a subject which has not previously had treat-
ment in such depth. Our approach is inspired largely by previous
work [1]–[3], where anomaly detection in an acoustic signal is
accomplished by measuring and comparing the distribution of
localized measurements to those available from a non-anomalous
signal. In similar spirit, we proceed by comparing distributions of
vertex invariants to those obtained from non-anomalous graphs.
Specifically, we consider homogeneous Erdös-Rényi random
graphs (where each vertex is connected independently with equal
probability p) to be non-anomalous, and compare them to four
classes of heterogeneous alternatives (where a subset of the
vertices are connected according to a different process). Our
contributions are (1) a novel method of incorporating information
from vertex invariants for anomaly detection on graphs, (2) a
principled approach to fusing information from an arbitrary
number of such statistics, and (3) evaluation on several types
of anomalous graphs. We demonstrate superior performance to
available state-of-the-art approaches against the specific type
of anomalies optimized for, and further demonstrate superior
generalization to an entire class of anomalies.

I. INTRODUCTION

Graphs serve as useful representations of many naturally

occurring phenomena, such as communication networks [4],

[5], human interactions and turn-taking behavior [6], neo-

cortical maps [7], and biological processes [8]. Therefore,

detecting anomalies in such graphs could serve as a useful tool

for determining when changes have occurred in these natural

phenomena.

Previously, Pao, et al. [9] analyzed the inferential capability

of graph invariants when differentiating homogeneous graphs

from heterogeneous “chatter” alternatives, where a subset of

the vertices are overly-connected. Their results indicate that

there is no uniformly most powerful summary statistic across

the space of “chatter” alternatives, although the maximum

locality statistic has significantly more power than the rest over

large regions of the alternative parameter space. The method-

ology of using graph invariants as test statistics to differentiate

homogeneous graphs from “chatter” alternatives is important

when deciding how to approach anomaly detection in this

setting, but it does not speak to the robustness of using a

single graph invariant for the detection of a wider variety of

anomalous graphs.

In this work, we propose a methodology of detecting

anomalous graphs when a subset of the vertices can be either

under- or overly-connected. Our approach is inspired by our

previous work in acoustic anomaly detection [1]–[3], where

we compare the distributions of local measurements in order

to perform the desired global inference task. When performing

anomaly detection on graphs, we examine distributions of

vertex invariants instead of using a single graph invariant. We

demonstrate a computationally efficient method of combining

an arbitrary number of vertex measurements when assessing

graph abnormality and show significant performance improve-

ments compared to using a single graph invariant for various

types of anomalies.

II. RANDOM GRAPHS

Consider graph G = (V,E) from the space of simple graphs

G, where V is the set of n = order(G) = |V | vertices and E

is the set of edges with size(G) = |E|. We denote an edge

between u, v ∈ V as uv ∈ E and only consider undirected

edges, so uv = vu. The adjacency matrix A of graph G is the

matrix in which entry aij = 1 if vivj ∈ E, otherwise aij = 0.

For brevity, we exclude a general treatment of the subject of

graph theory and refer interested readers to [10].

A. Null Hypothesis

Our null hypothesis (H0) is that the observed graph is drawn

from the class of Erdös-Rényi random graphs, ER(n, p),
with n vertices where each of the

(

n
2

)

possible edges exist

independently with probability p.

B. Alternative Hypotheses

The alternative hypothesis (HA) is that the observed graph

is not drawn from the class of Erdös-Rényi random graphs.

We test this by generating graphs where a subset of vertices

are anomalous and are connected according to a different

process than the majority of the vertices. Let the set of

anomalous vertices be M (of order m) and the set of non-

anomalous vertices be V \M (of order n−m). In all cases,

the
(

n−m
2

)

possible edges connecting vertices in V \M, exist

independently with probability p, as in H0. Moreover, the

m(n−m) possible edges between vertices in M and V \M
also exist independently with probability p, as in H0. The
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Fig. 1. Depictions of the anomalous graphs investigated. H1 : κ(n, p, m, q)
where q > p, the kidney-egg graph. H2 : κc(n, p, m, b = 0), the
disappearing-egg graph. H3 : κc(n, p, m, b = 1), the kidney-line graph.
H4 : κc(n, p, m, b = 2), the kidney-tree graph.

four types of anomalous graphs treat the
(

m
2

)

possible edges

between vertices in M differently (shown in Figure 1).

• Increased Connectivity H1: A kidney-egg graph,

κ(n, p,m, q), where connections between the m anoma-

lous vertices exist independently with probability q where

q > p. This condition is directly comparable to [9].

• Decreased Connectivity H{2,3,4}: A constrained kidney-

egg graph, κc(n, p,m, b), where the m vertices are either

not connected to each other or form a tree with branching

factor b (each vertex connected to at most b children in

M and one parent1). We investigated H2: b = 0, where

there are no connections between the vertices in M; H3:

b = 1, where M form a path; and H4: b = 2, where M
form a binary tree.

We also evaluate detection performance when distinguishing

Erdös-Rényi graphs from a pooled test set of these anomalous

graphs, where half have a local region of increased connectiv-

ity (H1) and half have a local region of decreased connectivity

(H{2,3,4}).

III. METHODS

We consider two classes of test statistics and compare their

relative performance for anomaly detection on graphs. Graph

invariants previously investigated [9] are unnormalized scalars,

T : G → R, summarizing either local or global connectivity.

1For b > 0, this means there are exactly m − 1 edges present between
vertices in M; equivalent values of q are extremely small.

We compare this approach to test statistics measuring the ab-

normality of the joint distribution of multiple vertex invariants.

In this work, we use a training set N = {G1, . . . , GR} of

R = 1000 known homogeneous graphs, generated according

to ER(n = 1000, p = 0.1). We use these graphs to construct

test statistics, TN : G → R, and we reject H0 for large

values representing a deviation from normality. Crucially, we

use no knowledge of the potential space of anomalies in our

test procedure in the hopes of maximizing generalization. In

the outlier detection literature [11], this approach is often

referred to as novelty detection, since it requires only normal

exemplars.

A. Graph Invariants

Graph invariants can be used as test statistics [12] and are

considered extensively in [9]. Here, we use the total number

of edges, maximum degree, maximum locality statistic, total

number of triangles, average clustering coefficient, average

path length, and two approximations of maximum average

degree (one greedy algorithm and one based on the largest

eigenvalue of A).

B. Normalization

Since we are going to test graph homogeneity against

heterogeneous alternatives where a subset of vertices have

increased or decreased activity, we prefer that the test statistics

represent the degree of abnormality of the observation. To do

this, we require knowledge of typical values for each graph

invariant, which we acquire using our set N of known Erdös-

Rényi graphs. We adjust each graph invariant,

tnorm =
|t− µtN |

σtN

, (1)

to measure the normalized distance from its mean. This

allows us to perform a one-tailed test whether the statistic

is abnormally large or small, either of which is indicative of

an anomalous graph in the pooled test condition.

C. Vertex Invariants

Global and extremum graph invariants aggressively sum-

marize local information, so we consider the following vertex

invariants and investigate methods of estimating the abnormal-

ity of their distribution. Several are referred to as centrality

measures which assess the relative importance of each vertex

in the graph.

• Degree: The simplest local vertex invariant is its degree

or number of incident edges. When used as a measure of

local centrality independent of graph order n, it is often

normalized [13],

D(v) =
deg(v)

n− 1
. (2)

• Betweenness: The betweenness of a vertex v,

B(v) =

∑

v 6=s 6=t

σst(v)

σst

(n− 1)(n− 2)
, (3)
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Fig. 2. Log probability histogram of clustering coefficient and PageRank
vertex invariants. Lower left panel shows their distribution for H0: Erdös-
Rényi graphs with n = 1000 vertices where each edge exists independently
with probability p = 0.1. Upper panels show log differences between
histograms of invariants from H0 and H1 (kidney-egg) where H1 = κ(n =
1000, p = 0.1, m = 20, q = 0.8) on the left and H1 = κ(n = 1000, p =
0.1, m = 80, q = 0.25) on the right. Lower right panel shows log differences
between histograms of invariants from H0 and H2 (disappearing-egg) where
H2 = κc(n = 1000, p = 0.1, m = 110, b = 0). The histograms shown here
have 100 bins per axis resulting in the best performance of the distributional
methods for the pooled test condition. The κ parameters were chosen to show
different conditions leading to approximately the same AUC of 0.99 when
using cross entropy for histogram comparison.

is a measure of global centrality where σst is the number

of shortest paths between vertices s and t and σst(v) is

the number of shortest paths between vertices s and t that

pass through v.

• Closeness: The closeness of vertex v is the reciprocal of

the average distance to other reachable vertices,

C(v) =
n− 1

∑

u∈V \v

dp(u, v)
, (4)

where dp(u, v) is the shortest path distance between

vertices u and v.

• Eigenvector Centrality: The eigenvector centrality [14]

of vertex v is proportional to the sum of scores of all

adjacent vertices,

EV (v) =
1

λ

∑

u∈V,uv∈E

EV (u). (5)

It is so named because it is the solution to the eigen-

vector equation of the adjacency matrix A. In general,

many solutions exist, but the additional constraint that

EV (v) > 0 for all v ∈ V restricts us to the eigenvector

corresponding to the largest eigenvalue λ.

• PageRank: Originally defined on directed graphs rep-

resenting the World Wide Web [15], PageRank is a

modified version of eigenvector centrality which can be

reformulated for undirected graphs as the solution to the

recursive equation,

PR(v) = (1 − df) + df
∑

u∈V,uv∈E

PR(u)

deg(u)
, (6)

where df = 0.85 is a commonly used damping factor.

• Triangles: We denote the number of triangles (cycles of

length 3) involving vertex v as τ(v).
• Clustering Coefficient: The local clustering coefficient

of vertex v is defined as

CC(v) =
2τ(v)

deg(v) (deg(v) − 1)
, (7)

which measures how close its neighbors are to being

fully-connected [16].

• Locality Statistic: The first order locality statistic [4] of

vertex v is

L(v) = size(Ω(N [v])), (8)

where N is the first order neighborhood of v and Ω is the

induced subgraph. The first order scan statistic of graph

G is S(G) = maxv∈V L(v) also investigated here as a

graph invariant.

D. Divergence of Vertex Invariant Distributions

For each vertex v in a graph G, we can fuse the information

from D vertex invariants into ψ(v,G) ∈ R
D. For notational

convenience, we will occasionally drop the operands and refer

only to ψ. Given a set of graphs G = {G1, . . . , Gs}, each

of order n, we estimate the joint probability density function

pG(ψ) of vertex invariants using {ψ(v1, G1), . . . , ψ(vn, Gs)}.

Our general approach is to measure the divergence,

D(p{G}(ψ)||pN (ψ)), (9)

between density estimates of vertex invariants for graph G and

the training set N of non-anomalous graphs.

1) Histograms: The oldest, simplest, and most popular

form of nonparametric density estimation is the histogram

which dates back as far as 1662 to mortality tables in the age

of the plague [17]. Histograms provide a consistent estimate

of the true underlying probability density function [18] while

not making parametric assumptions about its form. Kernel

density estimates converge to the true distribution faster than

histograms, but this can come at considerable computational

and storage costs [18] especially for large sample sizes in

a multivariate setting. Adaptive histograms with variable bin

widths offer an intriguing compromise, but finding an optimal

adaptive grid is difficult in practice, and ad hoc methods that

are easier to implement “need not be better and in fact can be

much worse” [19].
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Fig. 3. Performance of several methods of histogram comparison while
varying the number of bins per axis when using the clustering coefficient and
PageRank vertex invariants. Boxplots depict the interquartile range of the area
under ROC curves for 10 resampling experiments of the pooled test condition
where half of the anomalous graphs are sampled from those with a region of
increased connectivity (H1) and half are sampled from those with a region
of decreased connectivity (H{2,3,4}).

Given a set of graphs, G = {G1 = (V1, E1), . . . , Gs =
(Vs, Es)}, each of order n, let a frequency histogram of D ver-

tex invariants be defined as a set hG = {(b1, c1), . . . , (bk, ck)}
of bin centroids bγ ∈ RD with corresponding counts,

cγ =

s
∑

i=1

∑

v∈Vi

I

(

arg min
j
d(bj , ψ(v,Gi)) = γ

)

, (10)

using the indicator function I. We convert this to a density

estimate using add-one smoothing,

p̂G(ψ) =
cρ + 1

k

ns+ 1
, (11)

where ρ = arg minj d(bj , ψ). This allows for an arbitrary

number of vertex invariants, although the sparsity of their joint

distribution could arise for large D. In this work, we chose

fixed-bin histograms to model the joint distribution of each

pair of vertex invariants.

2) Cross Entropy: To measure the abnormality of an ob-

served graph G⋆ = (V ⋆, E⋆) of order n, we can efficiently

compute the negative average log likelihood of its vertex

invariants under the model of N normal graphs,

−
1

n

∑

v∈V ⋆

log p̂N (ψ(v,G⋆)) (12)

≈ −
k

∑

i=1

p̂{G⋆}(bk) log p̂N (bk) (13)

= H(p̂{G⋆}, p̂N ) (14)

using the equivalent cross entropy between histograms.

3) Other Methods of Histogram Comparison: We tested

several other methods of histogram comparison [2] including

the Kullback-Liebler divergence, χ2 test statistic, Jensen-

Shannon divergence, and L1 norm, but were unable to out-

perform cross entropy (Figure 3).

IV. MONTE CARLO EXPERIMENTS

Since we only consider random graphs in this work, the

asymptotic distributions of some vertex invariants can be

found analytically, especially for H0 [9]. However, invariant

distributions of finite graphs are typically known only for an

extremely small number of vertices and those for H{1,2,3,4}

would be even more complex. Thus, we estimate performance

via Monte Carlo simulation.

We explore anomaly detection against five compound al-

ternatives, namely each of H{1,2,3,4}, along with their pooled

combination. We first generate the set N of R = 1000 graphs

according to H0 : ER(n = 1000, p = 0.1). Another set of

graphs are generated according to the same process for testing.

We also generate a large set of anomalous graphs according to

HA, which depends on the test condition described below. We

conduct 10 trials, each time randomly sampling 1,000 graphs

from H0 and 10,000 graphs from HA. For each method of

anomaly detection we compute the test statistic TN : G → R

of each graph and reject the null for large values. We compute

the area under the receiver operating characteristic (ROC)

curve (AUC) to assess performance across the range of pos-

sible thresholds.

In order to assess the performance of detecting kidney-

egg anomalies, we randomly sample graphs for HA from

H1 : κ(n = 1000, p = 0.1,m, q) with m drawn uniformly

from {5, 10, . . . , 100} and q from {0.15, 0.20, . . . , 1.00}.

When assessing the detection of each type of constrained

kidney-egg graph, we randomly sample graphs for HA from

κc(n = 1000, p = 0.1,m, b) with m drawn uniformly from

{5, 10, . . . , 200} and b = 0 for H2, b = 1 for H3, and b = 2
for H4.

Our primary goal is to find a test statistic that can robustly

reject the null hypothesis when presented with a graph from

any of the four types of anomalies. To assess this, we compute

the AUC when graphs are sampled with equal probability from

H1 and the set H{2,3,4}. This is referred to as the pooled test

condition.

V. RESULTS

As a baseline, we evaluate the performance of eight

graph invariants when detecting anomalies from H{1,2,3,4}

along with their pooled combination. We compare this

to our family of methods comprising the Cartesian prod-

uct of (a) all
(

8

2

)

pairs of vertex invariants using (b)

{3, 5, 10, 20, 30, 50, 100, 200, 300} bins per axis when com-

paring histograms via (c) cross entropy, Kullback-Leibler

divergence, χ2 test statistic, Jensen-Shannon divergence, and

L1 norm. We jointly optimized these three parameters and

show the interquartile range of AUC for the top performing

systems along with that of the graph invariants in Figure 4.
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Fig. 4. Performance of graph invariants and the best systems using
distributions of vertex invariants. Boxplots depict the interquartile range
of the area under ROC curves for 10 resampling experiments with each
type of anomaly. The anomalous graphs present in the H1 test condition
are κ(n = 1000, p = 0.1, m, q) graphs with m drawn uniformly from
{5, 10, . . . , 100} and q from {0.15, 0.20, . . . , 1.0}. The anomalous graphs
in the H{2,3,4} test conditions are κc(n, p, m, b) graphs with m drawn

uniformly from {5, 10, . . . , 200} and b = 0, b = 1, and b = 2 for H2,
H3, and H4, respectively.

TABLE I
MEDIANS OF AREAS UNDER 10 ROC CURVES

Alternative Hypothesis H1 H2 H3 H4 Pooled

G
ra

p
h

In
v
ar

ia
n

t

MaxDegree 0.770 0.515 0.519 0.516 0.644
Size 0.782 0.809 0.783 0.783 0.786
AvgPathLength 0.788 0.813 0.788 0.784 0.792
MADg 0.788 0.809 0.783 0.784 0.789
MADe 0.802 0.801 0.776 0.774 0.792
ScanStat 0.807 0.562 0.553 0.555 0.681
Triangles 0.812 0.805 0.779 0.779 0.801
AvgCC 0.816 0.787 0.761 0.756 0.792

D
is

tr
ib

. Tri,CC,100,CE 0.869 0.798 0.763 0.764 0.822
Loc,Deg,3,CE 0.772 0.849 0.818 0.820 0.802
Loc,Cls,3,CE 0.766 0.846 0.821 0.820 0.797
PR,CC,100,CE 0.862 0.831 0.797 0.795 0.835

We also report the median AUC for these systems across

all test conditions in Table I, emphasizing the performance

of distributional systems in bold that perform significantly

better (p < 0.05) than each graph invariant using a two-sided

Wilcoxon paired-sample signed rank test for the 10 trials.

Amongst the vertex invariants investigated here (a), cluster-

ing coefficient is the least correlated with measures of vertex

centrality in Erdös-Rényi graphs. When optimizing for the

detection of increased activity in H1, clustering coefficient

therefore provides complementary information to the number

of triangles involving each vertex. However, when optimizing

for the detection of decreased activity in H{2,3,4}, locality is

chosen along with another measure of vertex centrality (degree

or closeness) even though they are highly correlated.

While clustering coefficient is not used by the systems

optimized for detecting decreased activity, it is used in the top

performing system for the pooled test condition along with

PageRank. These vertex invariants provide complimentary

information about local neighborhood connectivity and global

centrality, both of which are useful when detecting anomalies

that can have regions of increased or decreased activity (Figure

2). When computing the cross entropy between distributions of

these invariants using 100 histogram bins per axis, this system

achieves an overall median AUC of 0.835 for the pooled

test condition, which is significantly greater (p = 0.002)

than each graph invariant. It also significantly outperforms

the graph invariants when testing against each anomaly type

separately. When detecting H1 graphs, the median AUC of

0.862 was significantly greater (p = 0.002) than the top

performing graph invariant, average clustering coefficient (me-

dian AUC = 0.816). Performance improvements were also

significant for H2 (median AUC = 0.831, p = 0.002),

H3 (median AUC = 0.797, p = 0.014), and H4 (median

AUC = 0.795, p = 0.006) when compared to average path

length, which was the top performing graph invariant with

median AUCs of 0.813, 0.788, and 0.784, respectively.

Considerable work has been done to optimize histogram

bins (b) for a given amount of data, especially for a single di-

mension [18], [20]. In the multivariate setting, optimal bin size

also depends on the correlation coefficient between variables

[21] along with the measure of divergence between histograms

when performing anomaly detection [2]. We thus left it as

another free variable in the joint optimization and found that

two highly correlated centrality measures, like locality and

degree, are best utilized with as few as 3 histogram bins when

detecting anomalies with decreased activity (H{2,3,4}). When

using uncorrelated vertex invariants like clustering coefficient

and PageRank, 100 bins per axis yields the top performing

overall system. While this is contrary to accepted theory where

more bins are required to track the diagonal distributions of

highly correlated variables, our goal is to optimize anomaly

detection performance, not distributional accuracy.

For each test condition, we find that cross entropy is the

best method of histogram comparison of those investigated (c)

as demonstrated in Figure 3. We attribute this to anomalous

vertex invariants being in typically low density regions of

the space making the likelihood-equivalent, cross entropy,

a natural choice for measuring anomalousness. Also, the

disparity in the amount of training and test data (106 and

103 measurements, respectively) is well accommodated by the

cross entropy computation where the logarithmic emphasis is

not performed on the poorly estimated p̂{G⋆}.

While most of our investigation explores compound alterna-

tives to assess overall performance, we show the median AUC

for each simple alternate hypothesis in Figures 5 and 6. For

the “chatter” alternative, the tradeoff between the m vertices

involved in the anomaly and their increased connectivity q is

well covered in [9]. We display the AUC results here (Figure

5) to confirm that this performance metric is highly correlated

with statistical power and to demonstrate that our new methods

experience similar trends across this space of parameterized
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0.1, m, b) random graphs.

alternate hypotheses.

For the anomalous graphs with regions of decreased activity

(Figure 6), performance tends to be better for b = 0 compared

to b = {1, 2}. This is further demonstrated for the other

methods in Figure 4 when comparing H2 to H{3,4}. This is

likely due to the greater degree of connectivity change when

q = 0 for b = 0 compared to q ≈ m−1

(m

2 )
for b = {1, 2}.

VI. CONCLUSION

By estimating the joint distribution of two vertex invariants

using histograms and assessing its divergence from normal-

ity, we significantly outperform all available graph invariants

when detecting anomalies with a local region of increased

or decreased connectivity. We demonstrate that clustering

coefficient and PageRank provide complementary informa-

tion about vertices, and modeling their distribution makes

for a robust system capable of detecting multiple types of

anomalous graphs. While we chose these features for their

performance in the pooled test condition, they also outperform

all available graph invariants when constraining the problem

to the detection of each of four anomalous graph types.
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