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Abstract—In previous work [1], we presented several distri-
butional approaches to anomaly detection for a speech activity
detector by training a model on purely nominal data and
estimating the divergence between it and other input. Here,
we reformulate the problem in an unsupervised framework and
allow for anomalous contamination of the training data. After
noting the instability of Gaussian mixture models (GMMs) in
this context, we focus on non-parametric methods using regularly
binned histograms. While the performance of the log likelihood
baseline suffered as the amount of contamination was increased,
many of the distributional approaches were not affected. We
found that the L; distance, X2 statistic, and information theory
divergences consistently outperformed the other methods for a
variety of contamination levels and test segment lengths.

I. INTRODUCTION

Large corpora of labeled speech exist for training classifiers
such as those used for speaker identification, language identifi-
cation, and speech-to-text systems. While these data sets were
carefully constructed to simulate real-world problems, the
data is fairly well-behaved and culled of any gross anomalies
deemed irrelevant to the task at hand. For such tasks, state-of-
the-art systems perform quite well, especially when test data
is similar to the training data. Our goal was to develop an
anomaly detector to supplement these existing classifiers by
recognizing data that should not be processed normally.

Supervised machine learning algorithms predict an output
y € Y for each input x € X using a set of manually
labeled training data {(z1,y1),...,(Zn,¥yn)}. In a binary
classification context, we can define ) = {0,1} and use
examples from both classes to develop a generative model
p(x,y) or a disciminative classifier p(y|z).

If we label each nominal example with y = 0 and each
anomaly with y = 1, anomaly detection falls naturally into
this binary classification framework. Research on detecting
anomalies has been conducted in many different fields, such
as network intrusion detection [2], fraud detection [3], motion
segmentation [4], and stylistic inconsistency detection [5]. In
Hodge and Austin’s survey of the subject [6], they categorized
the research into methods that required labeled examples
of both classes, those that learned from only nominal data,
and those that were completely unsupervised. A subset of
the unsupervised methods used a strategy of accommodation,
defined as the ability to “cope with a sizable fraction of
contamination” [7].

In this work, we sought to adapt our previous approaches
that required purely nominal data to methods of robust ac-
commodation. While classification noise was studied [8] in
the probably approximately correct (PAC) learning framework
[9], we explored its effect when performing a detection task
and learning from noisy negative examples.

A similar problem of learning from positive and unlabeled
examples was first proven possible [10] in the context of the
PAC framework. Here, in addition to the positive examples,
the learner can also request unlabeled examples that may come
from either class. In this context, Zhu [11] distinguished meth-
ods that built classifiers from those that ranked input according
to their similarity to a positive query. Using an estimate of the
probability of a positive example in the unlabeled set, binary
classification has been performed using a decision tree [12]
and naive Bayes model [13].

Others in the text field have approached the problem differ-
ently, by first automatically labeling some “reliable” negative
examples from the unlabeled set and then iteratively applying
either naive Bayes [14], an SVM [15], or logistic regression
[16] to build a classifier. One of many assumptions made here
is that the unlabeled set is comprised mostly of the opposite
class of examples from the labeled set. When retrieving
relevant documents from a set that is mostly irrelevant such
an assumption is valid, but the opposite is usually true for
anomaly detection where the probability of occurrence is
consistently small. Our approach is more akin to the ranking
procedure described by Zhu [11], where we wish to assign a
measure of anomalousness to each audio segment relative to
data that is mostly nominal.

II. DATA

A. Syllable Rate Features

One challenge in speech processing is dealing with a
large quantity of data. While many speech tasks use spectral
features computed every 10 ms resulting in approximately 50
dimensions, we used two features from a syllable rate speech
activity detector (SRSAD) [17] computed every 100 ms. Since
speech has a syllable rate of approximately 5 Hz, the frequency
of its envelope modulation is different from white noise. Using
a sliding half second window of audio, SRSAD computes the
expected value of this modulation frequency and an estimate of



its power. We modeled the distribution of this two-dimensional
sequence as a set of independent observations.

B. Anomalous Data

We developed a set of synthetic anomalies which are known
to be problematic to SRSAD, such as tones and noises of short
duration and certain kinds of muzak [18]. The set of anomalies
was comprised of 50 examples of each of the following:
DTMF sequences, morse code, MIDI tones, MIDI songs, and
various telephony noises. Audacity [19] plug-in effects were
used to generate 5 minute long random DTMF and morse
code sequences using varying tone lengths from 25 ms to
1.25 s along with a set of always-on MIDI tones centered
at frequencies from 10 Hz to 300 Hz. The MIDI songs were
downloaded from the MIDI Database [20] and have a median
length of 3.5 minutes. Telephony noises were obtained from
FindSounds [21] using the following search terms: busy signal,
cell phone, dial tone, fax, keyboard, modem, off-hook, phone,
printer, ringing, and typing. Since some of these noises were
of short duration, the audio was repeated until each was at
least 5 minutes long. Half of the examples of each anomaly
type were randomly selected for testing and the other half were
reserved for possible use as training contamination.

C. Nominal Data

The CallHome English corpus [22] of unscripted conver-
sational speech between family and friends was selected to
represent nominal audio. Each conversation side in the train
set was divided into 5 minute segments and 250 of the total
918 were randomly selected for training. This enabled us to
experiment with contamination percentages up to 33% when
using all 125 anomalous segments. The English eval set was
similarly divided into 5 minute segments yielding 226 for
testing. As our algorithms made no use of any labels, we were
not restricted to the subset of audio with associated transcripts.

When testing on less than 5 minutes of audio, we randomly
selected one continuous section of the desired length from each
5 minute segment. We did not investigate varying the amount
of data used for training.

ITI. GAUSSIAN MIXTURE MODELING

We began by subjecting our previous GMM-based methods
[1] to varying amounts of training contamination (Figure 1).
When there was no training contamination, the approximation
to the Kullback-Leibler (KL) divergence performed well for 8
and 16 GMMs. For contamination levels above 3.5% it became
extremely unstable, unpredictably switching between detecting
anomalies and nominal segments. While it might have been
possible to devise a strategy to change the output labels if we
estimated the contamination level, we chose to look elsewhere.
The remainder of this paper investigates methods using non-
parametric histogram-based density estimation.

I'V. HISTOGRAM MODELING

Since the syllable rate features were reasonably bounded in
R2, we used histograms to model their distribution. This non-
parametric density estimate is more robust to contamination
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Fig. 1. Interquartile range of anomaly detection error rate for 10 GMM

initializations when testing on the full 5 minute segments with varying
amounts of training data contamination.

since it does not assume that the data was generated by a
mixture of Gaussians. Histograms can use adaptive bins whose
locations change for each input sequence or they can use fixed
bins for all input sequences. While adaptive binning can result
in a lower error between the feature vectors and bin centroids,
we chose not to use it because it eliminates many computa-
tionally efficient histogram dissimilarity measures [23].

Techniques using fixed bins come in two varities. Either
the feature space is divided up into regular intervals or the
bin locations are derived from clustering the data. The latter
has been used extensively in image retrieval applications
where a fixed database of images is being searched [24].
We used regular intervals to characterize the mostly nominal
training data since we could not guarantee that anomalies were
present when the bin locations were derived. Our main goal in
unsupervised anomaly detection was recognizing unexpected
anomalies long after training was completed.

We define a histogram H as a set {(b1,¢1),..., (bm,cm)}
of bin centroids b; with corresponding counts

¢ = ZI{j} (argmkind(bk,xi)) M

i=1

using the Euclidean distance d and set indicator function [
on training data z;. Figure 2 shows examples of this for the
training data with (a) 0% contamination and (d) 33% contam-
ination. Histograms of nominal test segments are shown in (b)
and (e) alongside anomalous segments (c) and (f).

If the dissimilarity between histograms for the mostly nom-
inal model (MNM) and a test sequence exceeded a threshold
A, the test sequence was labeled as anomalous. The threshold
A was chosen so the false alarm rate was equal to the miss
rate on the test set. This equal error rate (EER) allowed us
to summarize detection performance with a single number,
however an a priori threshold [25] would be required in a
non-experimental setting.
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Fig. 2. Histograms of (a) 0% contaminated training data, (d) 33% contam-
inated training data, (b) 5 minutes of CallHome English 5888 side 2, (e) 5
minutes of CallHome English 6825 side 2, (c) MIDI song, and (f) Morse code.
Using the approximation to the KL divergence, those four test segments have
histogram dissimilarity measures of 0.13, 0.45, 5.83, and 9.89, respectively.

A. Log Likelihood Baseline

We first present a baseline anomaly detector using the
average log likelihood of a test sequence. In this case, a test
segment X = {®y41,...,Tntt} was labeled as anomalous if

n—+t
n > log punm(i) < A, (2)
1=n+1
where .
Cj —|— —
2 Ti) = =T 3)
M () = (5 () + 1

and j = argming d(bg, ;) for the MNM histogram with m
cells. The smoothed cell probability estimate in Equation 3
was also used in other dissimilarity measures when required.

While estimating the likelihood of individual feature vectors
allows decisions to be made on a much shorter time scale,
we believed that the distribution of features over time would
provide better evidence for deciding between nominal and
anomalous audio. We were also interested in determining both
if the histogram-based KL divergence with which we had
previous success [1] would be robust to training contamination
and how well it would compare to other histogram dissimilar-
ity measures described by Rubner et al. [24]

B. Minkowski-form Metrics

To compare two histograms, H; as the MNM and Hs a
test segment, we began by computing their L, Ly, and L
distances using the following,

Z |pH1

The L, distance is the sum of the absolute cell differences
and has been used to compute color dissimilarity between
images [26]. Lo is the sum of the squared differences and L

3=

Dy, (Hi,H;) = —pm, ()" ] - @)

is the max difference that has been used to compute texture
dissimilarities [27].

C. Test Statistics

We used three different statistics to test the null hypothesis
that the test segment was generated from the same probability
distribution as the MNM.

1) x? statistic: We modified Puzicha et al.’s proposal [28]
for histogram-based image retrieval,

— PH, (bj))2
PH, (b )

Dy (Hy i) = Y ®r120) 5)
Jj=1

to test if Hy differed from the mostly nominal H;.

2) Kolmogorov-Smirnov statistic: Defined as the maximal
difference between one-dimensional empirical cumulative dis-
tribution functions, a histogram-based approximation

Dxs (Hy, Hp) = max | Py, (bj) — P, (bj)], - (6)
was proposed by Geman et al. [29] for grayscale boundary
detection. The marginal distributions are often used in a
multidimensional setting, but we took a different approach.
The cells from the two dimensional histograms were ordered
by descending count of the MNM and cumulatively summed
to obtain each P.

3) Cramér-von Mises criterion: Using the same strategy
of converting the two-dimensional histograms to a one-
dimensional cumulative density function, we approximated
this statistic with

Dcwm (Hy, H2) = Z P, (b) = P, (b)))*. (D)
=1

D. Information Theory Divergences

Shannon formalized information theory as a study of com-
munication and channel capacity in the presence of noise [30].
Kullback and Leibler followed by generalizing the concept
of information in their study of the “statistical problem of
discrimination” between distributions [31], the results of which
we were interested in using for anomaly detection.

1) Kullback-Leibler divergence: The mean information for
discrimination

le (bJ)

Dxy (Hy, Hp) = )
sz(bj)

)

Z pH, (b

is essentially a measure of how well one statistical population
can be compressed using the other as a codebook [32].
2) Jensen-Shannon divergence: A symmetrization of the
KL divergence proposed by Lin [33], we also computed
1 1
Dys (Hy, Hz) = 5Pk (H1,G) + 7 Dxe (H2,G) (9
where pi(z) = 2pm, (x)+ 2pm, (¢), which added numerically
stability and bounded the divergence between 0 and 1.
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Fig. 3. Interquartile range of anomaly detection equal error rate as a function
of model complexity with 33% anomalous contamination of the training data
for 30 second test segments.

V. RESULTS

A. Model Selection

Model complexity had a substantial impact on anomaly
detection performance, especially for short test segments. In
Figure 3, we show the performance of each approach on
30 second segments as the number of histogram bins was
varied when training with 33% anomalous contamination. The
interquartile range of the EER was derived from random
resamplings of the test set via statistical bootstrapping [34].
The log likelihood and L, distance made their fewest errors
when using only 5 bins per axis, the x? statistic when using
10 bins per axis, and the Lo distance when using 20 bins
per axis. The L, distance and information theory divergences
achieved their optimum performance with 30 bins per axis,
and the Kolmogorov-Smirnov (KS) test and Cramér-von Mises
(CvM) criterion did slightly better using 50 bins per axis.
These histogram bin sizes were used for the remainder of the
results as we varied other parameters.

This sensitivity is similar to the bias-variance trade-off in
parameter estimation and optimizing for it is important when
engineering statistical systems. When the model complexity
was too low, we could accurately estimate the cell proba-
bilities, but the restricted model space was ‘“biased” away
from the true distribution and performance suffered. As the
bin sizes decreased, the model space expanded yielding the
ability to better model the true distribution. However, when
the bins became too small the increased variance in probability
estimates eclipsed modeling power, again leading to a decrease
in performance.

When we tested on the entirety of the 5 minute segments
(Figure 4), the models performed well for a much wider range
of complexities. With more data we could accurately estimate
more parameters, which lead to better performance when using
higher complexity models.
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Fig. 4. Interquartile range of anomaly detection equal error rate as a function
of model complexity with 33% anomalous contamination of the training data
for the full 5 minute test segments.

B. Test Segment Length

To further explore the effect of test segment length, we eval-
uated anomaly detection performance when training with 33%
contamination as we varied the length of the test segments
from 5 seconds to 5 minutes (Figure 5). Some general rankings
of the various approaches began to emerge, especially for tests
using longer segments. The L; distance, x? statistic, and both
information theory divergences significantly outperformed the
other methods when testing on segments longer than 15
seconds. The KL divergence made no errors on the full 5
minute segments and the JS divergence, X2 statistic, and L1
distance achieved EERs of 0.8%, 0.9%, and 1.3%, respectively.
These four methods were also among the best performers
on the shorter segments, but the differences were not always
significant.

The Lo distance was the next best performer with an EER
of 44% on the 5 minute segments. The KS test and L
distance had comparable EERs of 7.2% and 8% while the
CvM criterion and log likelihood baseline did not perform as
well with EERs of 12.4% and 16.8%, respectively.

To explore the interplay between test segment length and
model complexity, we show the EER for a range of both
(Figure 6) when using the L; distance, X2 statistic, and
KL divergence. We see that the L; distance is especially
attractive because its simplicity and numerical stability lead
to a robustness unparalleled by the other two approaches. We
see again that the x? statistic performed well with 10 bins per
axis while the KL divergence was harder to predict. We report
the performance of all the approaches when testing on several
segment lengths in Table 1.

C. Training Data Contamination

The aim of this work was to relax our previous assumption
that we had a large amount of purely nominal data for
training the MNM. It is easier and far less expensive to obtain
mostly nominal, unlabeled data, as it does not require any
human labeling effort. Using unlabeled data also allowed us



501

—— |Ike|lh00d5xs
45r e 1 30,30
401 =em L2,20><20
o Lw,5x5
— 35r x2 SIa[10><10
&
20 - o =KSstat,,
Q
g Lo CWM stat50><50
5 25 o KL dlv30x30
% 20 - =JSdivy
3
&
: £, 'i
& SRR /‘/‘/“‘imm” RETSIEEARS R RENPRON
~ s
10 i-' K IT’HV.!H! ; !
\‘_... . i~ . H'.rr!‘-w wi \_\\\_1\_\\: 0 ‘_‘,:,‘_‘!
5r i _ ."----.'---l- LEEERE |
L., e e
51530 45 60 90 120 180 240 300
Test Segment Length (sec)
Fig. 5. Interquartile range of anomaly detection equal error rate as a function

of test segment length for 33% anomalous training contamination.

Ly
Equal Error Rate

o

X2 stat
Equal Error Rate

g 0.2
©
o
zs 0.15
; w
E 0.1
=
w
0.05
0
Histogram Bins Per Axis Test Segment Length (sec)
Fig. 6. Anomaly detection equal error rate as the model complexity and

test segment length are varied when training for 33% anomalous training
contamination. A black dot is placed at the minimum(s) of each test segment
length.

to avoid the quagmire of having to define what constitutes
an anomalous sound. We preferred to keep the concept of
an anomaly somewhat vague since we were attempting to
find audio that is anomalous from the perspective of speech
processing algorithms, not humans.

We therefore investigated if our methods could robustly
model the nominal data even if it was partially contaminated
with anomalies. This was tested by incrementally adding
anomalies into the data used for training the MNM and
evaluating the anomaly detection performance. At each con-
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Fig. 7. Interquartile range of anomaly detection equal error rate as a function
of the amount of training data contamination for 30 second test segments.

tamination level from 0% to 33% in approximate increments
of 3%%, we display the interquartile range of the EER via
statistical bootstrapping (Figure 7).

After seeing the effect of contamination on the GMM-based
methods (Figure 1), we were encouraged by the robustness
of all of the histogram-based approaches. The information
theory divergences, x2 statistic, and L, and Lo distances were
minimally affected by the contamination. Our strategy of cell-
ordering based on the MNM for the KS test and CvM criterion
did not fare as well. With purely nominal data, the EER
was cut in half as compared to an arbitrary ordering, but the
effect quickly diminished as the contamination level reached
6.7%. For higher contamination levels performance started
to improve again. We attribute this unexpected behavior to
our optimization of model complexity at 33% contamination.
This also explains the performance of the L., distance that
was inversely related to the contamination level. The log
likelihood baseline was the only method negatively affected
by the amount of contamination. The slight effect seen here
was much less pronounced than the effect seen for slightly
more complex models.

We end our analysis of these methods by evaluating the
detection error trade-off curve [35] when training at 33%
contamination and testing on 30 second segments (Figure §).
The L, distance and information theory divergences were the
best performers in this harsh test condition achieving EERs of
2.7% and 3.1%, respectively. The x? and Lo distance formed
the next tier of performers with EERs of 4.9% and 6.4%,
followed by KS, CvM, and L., with EERs between 10.2%
and 13.7%. The log likelihood baseline remained the worst
performer with a 20.8% EER.

VI. CONCLUSION

While the KL divergence approximation for GMMs [1]
performed well when the MNM was trained with purely nom-
inal data, we found that performance quickly degraded with
more than 3.5% contamination. In comparison, the histogram-
based methods presented here were barely affected by up to
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TABLE I
PERCENT EQUAL ERROR RATE.
Test Length (sec) 5 15 30 60 300
likelihoodsy 5 21.6 | 152 | 144 | 12.0 | 10.2
.E L1,30x30 13.3 49 2.4 1.3 0.4
§ La2,20x20 14.4 8.8 49 4.0 2.7
‘B | Loo,sxs 36.0 | 30.1 | 19.5 | 16.8 | 12.0
g x2 statiox10 120 | 84 | 49 | 44 3.5
6 KS statsoxs0 17.6 | 10.4 7.2 7.2 4.8
< CvM statsoxs0 | 18.1 | 12.8 | 9.6 8.0 5.8
S | KL divsoxso 11.5 4.0 2.7 0.9 0.0
JS divsox30 124 4.9 2.7 1.3 0.4
likelihoodsx 5 224 | 17.6 17.6 | 14.6 13.6
& | L130x30 152 | 49 | 27 | 16 | 04
2 | L2,20x20 150 | 84 | 72 | 62 | 3.1
g Loo,5x5 30.1 | 29.6 | 18.6 | 164 | 13.6
£ | 2 statiox1o 133 | 84 | 35 | 3.1 1.6
S | KS statsoxso 256 | 176 | 168 | 11.2 | 11.2
& | CvM statsox50 28.0 | 21.2 | 20.8 17.3 14.2
S | KL divsoxso 12.8 4.0 2.7 1.3 0.0
JS divaox3o 13.3 4.9 2.7 1.3 0.4
- likelihoodsy 5 272 | 235 | 22.1 | 20.8 | 16.8
.S L1’30X30 17.7 5.8 2.7 1.8 1.3
S | La,20x20 18.1 | 10.6 | 6.4 5.8 4.4
E | Loo,5xs 314 | 186 | 13.6 | 119 | 8.0
£ | X2 statiox10 208 | 120 | 49 | 40 | 09
6 KS statsoxs0 21.7 13.3 10.2 8.8 7.2
| CvM statsoxso | 24.0 | 16.4 | 13.7 | 13.6 | 12.4
@ | KL divsox3o 18.1 53 3.1 1.6 0.0
JS divsox30 18.6 6.6 3.1 1.8 0.8

33% training contamination. The L; distance, X2 statistic,
and information theory divergences typically were the best
performers. While the KL divergence made no errors on the
full 5 minute test segments regardless of the contamination
level, we prefer the L; distance since its performance was
comparable and its simplicity yielded the most robust perfor-
mance to model complexity and test segment length.
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